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Overview

• Introduction
• Information Assurance and Safety Assurance Overlap
• MILS Principles and Architecture
• Common Criteria, NIAP, and DITSCAP/DIACAP
• MILS Program
• Conclusion



3

Dr. Ben A. Calloni, P.E.
Research Program Manager

Lockheed Martin Fellow
Lockheed Martin

ben.a.calloni@lmco.com

The
MILS/MLS/CDS/MSLS

Team

This presentation represents joint research between the
Air Force, Army, Navy, NSA, Boeing, Lockheed Martin, Objective Interface,

Green Hills, Lynux Works, Wind River, General Dynamics,
Raytheon, Rockwell Collins, MITRE, and University of Idaho

Rance Delong
Security Analyst

LynuxWorks
rdelong@lnxw.com

Michael McEvilley
Principle Computer Scientist

MITRE Corp
mcevilley@mitre.org

Dr. Lee MacLaren
Principle Systems Architect

Boeing
lee.s.maclaren@boeing.com

Jahn A. Luke
Program Manager

Air Force Research Laboratory
Jahn.luke@wpafb.af.mil

W. Mark Vanfleet
Senior NSA/IAD

INFOSEC Security Analyst
wvanflee@restarea.ncsc.mil

Dr. Jim Alves-Foss,
Director Center for Secure &

Dependable Systems
University of Idaho
jimaf@uidaho.edu

Bill Beckwith
CEO/CTO

Objective Interface Systems
bill.beckwith@ois.com

Dr. John Rusby
Dir. for Formal Methods and

Dependable Systems
SRI International

Rushby@csl.sri.com



4

Vision Rationale

υ Modern warfare is all about sharing information
* Network Centric Warfare
* System of Systems
* Global Information Grid

υ Information must be
shared securely to
protect the warfighter
and not compromise
the mission

υ Information is rapidly becoming more diverse
* Coalition Force Operations
* Multiple Levels and Communities of Interest
* Smart Push / Smart Pull / Web Services

υ True CDS/MSLS/MLS capability is becoming more important
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CDS/MSLS/MLS

• Current measures used to handle mult ilevel data
−System High operation
−Physical Separation by Level and Community of

Interest
• Multiple servers in data centers
• Multiple networks connecting the same endpoints
• Multiple workstations on a single desk
• Information sharing via the SneakerNet requiring

significant human intervention
• Current CDS/MSLS/MLS capabilit ies
−Dif ficult  to implement and certify
−Costly  to maintain  and reconfigure
−Problematical to extend and in terconnect
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Current Security/Safety is Physical
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Monolithic Applications

Orange Book Approach

Kernel
Privilege
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What is MLS/MSLS/MILS?

υ What is Multi-Level Security (MLS) /
Multi-Single Level Security (MSLS)?

* MLS: Processes data of differing classifications securely, e.g., guards,
downgraders, firewalls, data fusion, data bases

* MSLS/CDS: Separates data of differing classifications securely, one level at
a time, e.g., communications platforms, infrastructures

* MLS/MSLS requires in many cases separate, redundant hardware for each
classification of data; meaning more space, weight, & power

υ Multiple Independent Levels of
Separation/Safety/Security (MILS)

* A system that supports multiple, separated entities, each operating at a
different classification level (safety/security/domains)

* A software architecture that supports MILS, MLS, and MSLS; employs
time/ space partitioning; and enforces information flow, data isolation,
periods processing, and damage limitation (safety/security/domains)
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Flow Policy Enforcement:
User and Separation Kernel View

The user view of
the Operational
Policy to be
enforced …

… what the Separation Kernel
enforces …
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DoD Security Levels
Corp Data Sensitivity
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“ We cannot compose that
which we cannot
separate. ”
“ Architect for
composability .”

-Dr. Peter White
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The Information Assurance Challenge

• We need to achieve “ commodity” , COTS Information Assurance
− Cross Domain Systems, Mult i-Level Security, HIPAA, etc. systems

• The “ Multiple Independent Levels of Security (MILS)
Architecture”  is about making it possible for application level
processes to enforce the policy semantics specific to an
organization
− … without trust concerns regarding the in frastructure upon which

they operate
• MILS does this  by dis tributing high confidence trusted enforcement

mechanisms across mult ip le layers
• OS, Middleware, Applications

• These independent layers must compose**
− … preserve independent component properties
− … achieve desired emergent system properties
− … prohibit undesired emergent system properties
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Leveraging Commonality
Across Safety and Security

• Isolation and
Separation of
processes and data

• Determin ism
• Predic tabilit y
• Fault  Containment

Safety-Crit ical 
RTOS

Separation 
Kernel

• Isolation and Separation of
processes and data

• Determin ism
• Non-bypassabilit y
• Tamper proof

• Establis h and maintain  execution
environment for safety-crit ical apps

• Enforce security polic y over the
applic ation execution environment

DO-178B Level A
Certif iabilit y

Common Criteria 
High Robustness

Evaluatabilit y

Safe & Secure
Separation 

Kernel
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Industry Standards for
 Safety / Security

Safety
ν RTCA DO-178B, Software Considerations in  Airborne Systems and

Equipment Certif ication

ν ARINC-653, Avionics Applic ation Software Standard Interface (time
and space partit ioning)

Security

ν ISO-15408, Common Criteria for Information Technology Security
Evaluation

ν DCID 6/3, Protecting Sensit ive Compartmented Information Within
Information Systems

ν Dual Use and Certifications (DO-178B Level A == CC EAL-4)
¬ http://www.cs.uidaho.edu/~jimaf/papers/compare02b.pdf
¬ http://www.cs.uidaho.edu/~jimaf/papers/compare02c.pdf
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Information (Software) Assurance
Concept Objectives

• At the component level

−Accommodate trusted components evaluatable to
the appropriate level o f assurance.

•Reduce the amount of securi ty  (safety)
cri tical code

• Increase the scrutiny of securi ty  (safety)
cri tical code



Lockheed Martin Aeronautics CompanyDecember 7, 2006 14

World ’s Safest Car Quest

• Audi
• BMW
• Cadilla c
• Diamler-Chrysler
• Ford
• GM
• Honda
• Mercedes-Benz
• Nissan
• Peugot
• Saab
• Volvo
• …..
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Eureka

BMW 760LI High Security



Lockheed Martin Aeronautics CompanyDecember 7, 2006 16

Documented Features

BMW 760 LI High Security withstands Armour Piercing Bullets,BMW 760 LI High Security withstands Armour Piercing Bullets,
Grenade Blasts, and gas attacks.Grenade Blasts, and gas attacks.

• Certif ied to meet B6/B7 requirements of German Federal Crime Office.
− Source: www.carat-duchatelet.be/s-class/ballb7.htm

• Withstands fire from weapons as powerful as an M16 or Kalashnikov
AK47 rif le

• Can travel a long dis tance at 80 kmph (50 mph) even if  tires are burst by
rif le fire.

• Withstands the detonation of two hand grenades under the driver and
rear passenger seats (body guard is  expendable!?!?!?)

• If attacked with tear gas, the cabin  is  hermetically  sealed and its
passengers supplied with oxygen.

• Remote control engine start ensures no explosives are wired up to the
ignit ion.

• Automatic  or manual actuation of onboard fire extinguishers
• Distinguishable only  to the trained eye by its toughened glass and wider

tires.
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World ’s Safest Automobile?

• Reliability, Availability, Dependability, etc
− Safety is not necessarily achieved by these “ …ilities”

The Safest Car in the World!
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Certification
Considerations for
Highly-Integrated or
Complex Aircraft 
Systems

882C

DO-178B
FAA-iCMM,
Capability Maturity
Models,
IEEE Standards,
etc.  (IEEE 12207?)

Development standards Assurance standards

International Electrotechnical 
Commission Standard IEC 61508

Ch. 1 Safety Ch. 3 SW

Military standards
498 Software
Development and
Documentation

2167A Defense System
Software Development

ISO/IEC 12207
IEEE 1012

ARP - 4754

Development vs. Assurance
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The C-I-A Triad

• There is  no perfect security!!!
• Only  levels  of Trust or Assurance!

• CIA
− Confidentiality - means that secret or private information

remains that way.

− Integrity - refers to the completeness, correctness, and
trustworthiness of the information

− Availability - means the authorized persons may access the
information in a timely manner.
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What is the MILS Architecture?

θ A “layered” architecture concept targeted at enabling
the composition of system properties from trusted
components
♣Layered functionality & assurance

θ Defines 4 conceptual layers based on the 3-level
Rushby* architecture (1981)1  (*John Rushby, PhD)

1.Separation Kernel & Hardware (single node)
2.Distributed Communication (multiple nodes)
3.Middleware Services (single node)
4.Trusted Applications (as required) (single

node)

1http://www.csl.sri.com/papers/sosp81/
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Foundational Threats

υ Software can only be as secure as its foundation
υ If the foundation can be successfully attacked, then any

system security function that runs on that foundation can
easily be rendered ineffective

υ Foundational threats include:
* Bypass
* Compromise
* Tamper
* Cascade
* Covert Channel
* Virus
* Subversion

• http://cisr.nps.edu/downloads/04paper_subversion.pdf



22

Foundational Threats
(That MILS Protects Against)
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Foundational Threats
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Foundational Threats
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Foundational Threats
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MILS Security Policy Example

MILS provides End-to-End:
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Monolithic OS

MILS Architecture Evolution

Separation Kernel

Rushby ’s
Middleware

Privilege
Mode

Information Flow

Periods ProcessingPeriods Processing
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THE PARTITIONING
COMMUNICATIONS SYSTEM

PROTECTION PROFILE

Distributed Communication
Objectives

♣ Extend single node security policies to multiple nodes

♣ Information Flow

♣ Data Isolation

♣ Resource Sanitization

♣ Damage Limitation

… while preserving single node properties of the SK

♣ NEAT distributed communication Reference Monitors
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THE PARTITIONING
COMMUNICATIONS SYSTEM
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THE PARTITIONING
COMMUNICATIONS SYSTEM

PROTECTION PROFILE
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The MILS Network Subsystem Review

MNS is a class of subsystem that:
– runs on MILS separation kernels
– is developed for environments ranging from medium robustness (EAL4+) to high

robustness (minimum EAL6+)

… is intended to:
– provide reliable and secure network services
– be resistant to sophisticated attacks

… and:
– Is flexible for a wide range of configurations and applications
– is not skewed toward a particular vendor approach
– is a “pluggable” MILS component
– interoperates with other MILS and non-MILS peers
– balances robustness, functionality, and interoperability tradeoffs in each configuration
– provides for growth and evolution
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MILS Integratio n and CC Authorin gMILS Integratio n and CC Authorin g
Two complementary activities:Two complementary activities:

–– a MILS Integration Protection Profile, anda MILS Integration Protection Profile, and
–– A Common Criteria Authoring EnvironmentA Common Criteria Authoring Environment

((CCAECCAE) to support authors of MILS ) to support authors of MILS PPsPPs and  and STsSTs
Together these provide strategic coordination to the MILSTogether these provide strategic coordination to the MILS
community.community.
The CCAE will enable authors to produce reviewed The CCAE will enable authors to produce reviewed PPsPPs
and and STsSTs of higher quality in less time, and ones that will of higher quality in less time, and ones that will
better serve the common interests of the MILS community.better serve the common interests of the MILS community.
The CCAE is a The CCAE is a ““community sourcecommunity source”” effort. effort.



Botto m Up and Top DownBotto m Up and Top Down
λλ Existing Existing PPsPPs are for  are for componentscomponents
λλ Makes sense to create a marketplace for COTS MILSMakes sense to create a marketplace for COTS MILS

componentscomponents
This is the This is the ““bottom upbottom up””

λλ We need to know that when we put them together, we have aWe need to know that when we put them together, we have a
securesecure and  and evaluatableevaluatable system system

λλ The The MILS Integration PPMILS Integration PP describes  describes howhow the components come the components come
together in a together in a MILS systemMILS system

This is the This is the ““top downtop down””
λλ We need a practical way for the two to effectively meetWe need a practical way for the two to effectively meet
λλ The The CC Authoring EnvironmentCC Authoring Environment for MILS connects them for MILS connects them

This is the This is the ““meeting in the middlemeeting in the middle””
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NSTISSP #11
(National Security Telecommunications and
Information Systems Security Policy)

• National Policy Governing the Acquisition of Information Assurance (IA) and IA-
Enabled Information Technology (IT) Products

• IA shall be considered as a requirement for all systems used to enter, process,
store, display, or transmit national security information.

• Effective 1 July 2002, the acquisition of all COTS IA and IA-enabled IT products
− Limited only to those evaluated and validated via

• NIAP,  FIPS, CC International Mutual Agreement
− Initially interpreted to mean Desktop IT Centric Systems

• Latest direction includes DoD Platforms
“ The appropriate certification routing for Commercial Products for use in
DoD systems is through a NIAP lab under Common Criteria. NSA does not
certify products, the NIAP labs do.” ,  July 2004

-- Mike Fleming, Deputy Director IAD

“  NO WAIVERS!”   : DHS-OSD Software Assurance Workshop, Oct 3, 2005
-- Daniel Wolf, Director IAD,

•http://niap.nist.gov/cc-scheme/nstissp11_factsheet.pdf
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Comments from Audrey Dale
Meeting October 20, 2006
Director NIAP/ CCEVS

1. The NSA is committed to the NSTISSP #11 policy regarding the NIAP
evaluation and use of COTS IA products within DoD, etc. systems

2. NIAP Director is matching (or scale down) the demand to the available
resources.

3. NIAP is committed to supporting all evaluations currently underway with
validator , etc. support.
a) All new evaluations will only be supported by the NSA at Medium Robustness or

above (EAL-4+ through EAL-7) for DoD / Gov't use.
b) Lower level EAL products may be supported if a specific major DoD program (like a

JSF) requests it from the Agency.
4. Move the product evaluation and protection profile writing efforts even

further toward a commercial paradigm while still supporting medium and
high robustness IA needs of DoD.

5. The NSA will be in a position legally in 2007 to charge for (or receive funds)
to pay for validation oversight support.

6. NIAP is ending the practice of having only a small number of a product ’s IA
features evaluated.
a) e.g.  Microsoft Windows 2000 EAL-4 against Controlled Access PP

7. For the EAL 1-4, investigating an FAA-like approach company employed
DER ◊ NIAP lab employed validators .



Evaluation and Evaluation and C&AC&A Processes Processes

λ Product Assurance (EAL 1 through 7)
– Common Criteria Evaluation & Validation Scheme (CCEVS)

! Administered by the National Information Assurance Partnership (NIAP)
! Evaluation activities executed by Common Criteria Testing Laboratories (CCTLs)
! Evaluation oversight provided by NIAP representatives (Validators)

λ System Assurance
– DoD Information Technology Security Certification & Accreditation Process

(DITSCAP)  (Now DIACAP!)
! Process executed by the Program Manager leading a team that includes

ϒ Designated Accreditation Authority (DAA)
ϒ Certifier and certification team(s)
ϒ User Representative

– Commercial via CIO and the CISSP personnel



Robustness Compared to EALsRobustness Compared to EALs

λ DoD 8500 defined assurance in terms of
Robustness Levels
– Basic, Medium, High

λ NSA has translated Robustness Levels into EALs

– Basic Robustness
! EAL2 augmented

– Medium Robustness
! EAL4 augmented

– High Robustness
! EAL6 augmented  (or 6+)
! Will include elements of EAL7



Notional Relationship between Notional Relationship between CCEVSCCEVS Evaluation Evaluation
and and DITSCAPDITSCAP  C&AC&A (Feb 2005) (Feb 2005)

λ Evidence generated by CCEVS evaluation
process may serve as input to various DITSCAP
phases and tasks

– System Security Architecture
! System and s/w, h/w, f/w architecture study
! Trusted Computing Base (TCB) boundary
! Interface, composition, covert channel analysis

– Life-cycle analysis
! Configuration management plan review
! Developmental suite plan review

– Testing
! Requirements traceability
! Test coverage analysis
! Security functional and penetration testing
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Component PP ’s for MLS Workstations

Hardware - MMU, Supervisor Mode, Privileged Instructions

Separation Kernel - 
Isolation, Explicit Information Flow, Messages, Shared Mem, Synchronization

POSIX Interfaces and Libraries 

MLS Filesystem MLS Networking – IPv6 MLS Console -
Trusted Path 

MLS Applications - 
Web Server, Guard, etc.

MLS Server  

MILS Network Sub System

MLS Desktop

PCS 

MILS
CORBA

MILS
DownGrader

MILS
Rapid IO 

Product Cert Underway Profiles In Public Review Profiles to Public Review

Validation Mechanism
MAC, DAC, Roles, Priviledges

MILS
DDS 
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International Cooperation

• The companion “ Common Evaluation Methodology”  describes
how the evaluation is to be conducted
− Common Methodology for Information Technology Security

Evaluation
− Methodology defined only for EALs 1-4

• Products evaluated under Common Criteria EAL 1-4 are
considered reusable by member companies. (subj. to Export
Control)

• EAL 5 thru 7
− NIAP Labs augmented by NSA
− Individual country gov’t security “ re-views”  5-7 data

• Pedigree of developers is an issue for DoD, MoD, etc.
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MILS Business Case:
Cost Benefit to DoD

COTS Product Certification via NIAP with NSA Participation

ν Today’s contracts call out overall
weapon system capabilities, not best
“ long term ownership”  practices at
component levels.

ν Programs certify under the (DoD
Information Technology Security
Certification & Accreditation Process
(DITSCAP) for the entire weapon
system
¬ Not suitable for COTS vendor

ownership and reuse / sales.
¬ Programs drive products toward

point solutions, not a standards
based, multi-program solution.1

¬ Tracking component certification
cost is difficult to acquire.

ν Example of a proprietary RTOS
solution vs. COTS RTOS solution for a
weapon system platform

$13 Million
$6.6M + (4 X $1.6M)

~$80+ Million
5 x ($16M+)

Cost for 5 DoD
programs

$6.6 Million~ $16+ MillionTotal Program
Costs over 10
years

$5 Million 3$5 Million 2

Unknown,
estimate

Security
Certification
Costs

$1 Million
($100,000

per year for
10 years)

$????
Program borne

through life
cycle

Annual
Maintenance
(10 year)

$600,000$0Runtime licenses
(3000 units)

$0$9 MillionDevelopment
Costs
(10 years)

COTS
Solution

Proprietary
Solution

Individual
Program Costs

84% cost
savings
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NSA
Information Assurance

Directorate

Consulting

Funding Partners

OASD
(NII)

Artifact
s

MILS Activity
Where We Are Today

NIAP Labs

NIAP Labs & Research Institutions

AFRL
Information Directorate

Platform Integrators

Evaluation
(EAL6/7)

Collaboration

Certified COTS
MILS RTOS &
Middleware

Products

Tool
Vendors

OSJTF
(OUSD-ATL)

Standards Bodies
 (OMG & The
 Open Group,

NCOIC)

PMW 160
Cross Domain Solutions

RTOS
 Vendors

Middleware
Vendors

F-22A, JSF, CV-22, CryptoMod
(USAF / Navy / SOCOM)

B-2, JTRS, DDX, MMA,
 FCS, Others 

AFCA
Cross Domain Solutions

DISAArmy
Cross Domain Solutions

COTS
Vendors
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MILS Partners Industry & Academia

♣ Platform Integrators
♣ Lockheed Aero (ADP)
♣ Boeing-St Louis
♣ Raytheon-El Segundo
♣ Northrop Grumman-El Segundo

♣ MILS RTOS Vendors / Announced Products
♣ Green Hills Software INTEGRITY-178B, INTEGRITY Workstation w/ Padded Cell
♣ LynuxWorks LynxSecure
♣ Wind River Systems VxWorks MILS

♣ MILS Middleware Vendors / Announced Products
♣ Objective Interface PCSexpress, ORBexpress, DDSexpress
♣ RTI (in discussions) NDDS
♣ Wind River/Interpeak IPSecure (Trusted Network Stack)

♣ MILS Test Beds, Research, & Related Activities
♣ LM Aero- Ft Worth
♣ Boeing-St Louis & Seattle
♣ General Dynamics C4 Systems-Scottsdale
♣ Northrop Grumman (Space Technology)
♣ Raytheon-El Segundo
♣ Rockwell Collins
♣ SRI International
♣ University of Idaho
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Legacy Systems Don’t have to be
Rebuilt!

Processor R1 

App

Processor C1 

App

Top Secret

Secret

Processor R2 

App

Processor Rn

App

Processor B2 

App

Processor Bn

App

App

Processor B1 

Processor C2 

App

Unclass

MILS Cross Domain Server

TS NIC

S NIC

C NIC

Un NIC

MILS
Programmable
Crypto Engine

MLS Crypto
Apps

MILS
Middleware

MILS RTOS
---------------

Microprocessor

MLS
Downgraders

Top Secret

Secret

Confidential
---------------

MLS
Workstation

Janus, AIM, …
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Let’s give them the
affordable, verifiable IA
technology necessary

to do their jobs!
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Questions?

• Dr. Ben Callo ni, P.E.
− Lockheed Martin  Aeronautics Company
−Fort Worth,TX
− ben.a.callo ni@lmco.com
− 817-935-4482

− Object Management Group Board of Directors
• OMG RTESS Task Force Chair

− The Open Group Board of Directors
• President of the Customer Council

− Member of NCOIC IA WG


